Electronic Legal Proceedings in Canada
Part II

3) ELECTRONIC DISCOVERY
Each Canadian jurisdiction requires parties involved in civil litigation to disclose certain information to parties adverse in interest through document discovery.  In every Canadian jurisdiction but Quebec, parties have a positive duty to disclose "documents" that are relevant to the matters in issue between the parties.
  In Quebec, parties need only disclose "documents" that they intend to rely upon, or have been specifically requested by the party adverse in interest.
  

In the civil procedure rules of every Canadian jurisdiction, the definition of "document" is broad enough to encompass electronic information.
  Although electronic information is considered a "document" and therefore subject to production, little guidance is generally provided as to the manner in which electronic information should be produced.  Some Canadian jurisdictions have implemented guidelines to assist parties when conducting electronic discovery ("e-discovery").  These guidelines are based largely on the Sedona Canada Principles discussed below.

The Sedona Canada Principles

The Sedona Conference is self-described as "a non-profit law and policy think tank dedicated to the advanced study, and reasoned and just development" of the law in the area of complex litigation, among other subjects.
  In May of 2006, Working Group 7 was established to address issues in Canadian litigation, and in January of 2008 the Working Group published The Sedona Canada Principles Addressing Electronic Discovery (the "Sedona Canada Principles").

Purpose of Sedona Canada Principles

The Principles are founded on the basic premise that discovery of electronic records should be flexible and tailored to the specific needs of every case.  The Principles recognize that, "[t]he system simply cannot continue on the basis that every piece of information is relevant in every case, or that the 'one size fits all' approach of Rules can accommodate the needs of the variety of cases that come before the Courts."
  The Principles are intended to provide this flexible framework for discovery in order to achieve the "fundamental objective of securing the 'just, most expeditious and least expensive' resolution of litigation."

The Principles apply only to e-discovery, which is defined as "the discovery of electronically stored information, including e-mail, web pages, word processing files, computer databases, and virtually any information that is stored on a computer or other electronic device."  Something is 'electronic' if "it exists in a medium that can be read through the use of computers or other digital devices," and includes "random access memory, magnetic disks (such as computer hard drives or floppy disks), optical disks (such as DVDs or CDs), and magnetic tapes."

Electronic Material: Problems and Opportunities 

The Principles recognize that e-discovery "presents unique opportunities and problems for document production."
  Specifically, e-discovery presents the following unique opportunities and problems:
  

(a) There is usually a greater volume of electronic documents and they are more easily duplicated.  On the other hand, they may be more easily searchable than other types of documents.

(b) Electronic documents are more persistent and difficult to erase or otherwise dispose of.

(c) Electronic documents are attached to other information in the form of metadata.  'Metadata' is "information created by the operating system or application about a file that allows the operating system or application to store and retrieve the file at a later date," and "includes information on file designation, creation and edit dates, authorship, and edit history, as well as hundreds of other pieces of information used in system administration."

(d) Electronic documents have dynamic, changeable content.  They are often updated automatically.  For example, by opening a document, editing dates and times are automatically updated.

(e) Electronic documents often require a specific computer program to view, and if this particular program becomes obsolete, it may be impossible to retrieve the data.

(f) Electronic documents are searchable, and may be dispersed in many different locations.  Although it is a positive thing that these documents can be searched with greater efficiency than paper documents, they are also often stored in many different files and drives, and sent to others who may modify the original document or retain an original identical copy to the document.   

The Sedona Canada Principles are intended to manage the problems presented by e-discovery while taking advantage of the opportunities this medium offers.  There are 12 Principles in all, each of which is discussed below.

The Principles

2. Electronically stored information is discoverable. 

This principle recognizes that electronic information should be discovered if it is relevant to the matters in issue between the parties.  This is consistent with Canadian e-commerce legislation that has given electronic information the same legal effect as paper information and other forms of documentary evidence.
  

3. In any proceeding, the parties should ensure that steps taken in the discovery process are proportionate, taking into account 

(a) the nature and scope of the litigation, including the importance and complexity of the issues, interest and amounts at stake; 

(b) the relevance of the available electronically stored information; 

(c) its importance to the court’s adjudication in a given case; and

(d) the costs, burden and delay that may be imposed on the parties to deal with electronically stored information. 

This principle of proportionality requires parties to conduct a cost-benefit analysis before undertaking e-discovery.  If the costs to retrieve electronic information would be high, and the relevance of such information relatively low, it may not make practical sense to take steps to produce the information.  Principle 2 complements the Rules of Court in every Canadian jurisdiction, all of which contain provisions "emphasizing the over-riding importance of maintaining proportionality within legal proceedings."
  

4. As soon as litigation is reasonably anticipated, parties must consider their obligation to take reasonable and good faith steps to preserve potentially relevant electronically stored information. 

There are two aspects to this principle, both of which moderate the discovery obligations of parties.  On one hand, the principle requires parties to take "reasonable" steps when preserving electronic information in contemplation of litigation.  This does not require them to take all steps (such as freezing all computer programs or halting routine overwriting of information etc…)  As the Working Group states, "[i]t is unreasonable to expect organizations to take every conceivable step to preserve all electronically stored information that may be potentially relevant."
  

On the other hand, the Principle requires parties to act in "good faith" when preserving information, which imposes a burden on them to take steps to produce residual and other difficult to access electronic information if they know that it is relevant, material, and cannot be provided through another source.
  The dual obligations of reasonableness and good faith help to limit production obligations while ensuring that parties disclose relevant information.

The Principle requires parties to provide notice to those parties who may reasonably be expected to possess relevant electronic information.  This could include non-parties to the dispute.  The Working Group sets out a number of requirements for the notice.  Specifically, the notice should include the following information:

(a) It should describe in detail the kinds of information that must be preserved;

(b) It may need to address preservation of information in multiple locations; and

(c) It should caution recipients as to the volatility of electronic information and state that care must be taken not to alter, delete or destroy such information.

5. Counsel and parties should meet and confer as soon as practicable, and on an ongoing basis, regarding the identification, preservation, collection, review and production of electronically stored information. 

This Principle emphasizes the importance of collaboration and co-operation in effecting just and cost-efficient discovery of electronic documents.  At the "meet and confer" between parties, the following issues should be addressed:

(a) Identification:  The parties should discuss their methods for using, creating and maintaining electronic information.  They should inform the other party as to the electronic sources of information that they think will yield relevant documents.

(b) Preservation:  The parties should agree as to the scope of preservation of documents.  If the parties cannot agree as to the proper scope of preservation, they should apply to the court for directions.

(c) Collection and processing:  The parties should discuss how electronic information that is potentially relevant will be narrowed using search criteria or other filtering techniques.  

(d) Automated Review Process:  The parties should agree as to whether review of documents is to be conducted manually or with the assistance of search tools.  They should agree on what methods will be used to protect privileged and confidential information.

(e) Production: The parties should agree as to the form in which electronic documents will be produced.

(f) Schedule:  The parties should agree on a production schedule.

6. The parties should be prepared to produce relevant electronically stored information that is reasonably accessible in terms of cost and burden. 

This Principle reiterates the importance of engaging in a cost-benefit analysis when determining whether electronic information should be produced.  The ultimate question is always: "Will the quantity, uniqueness and/or quality of data from any particular type or source of electronically stored information justify the cost of the acquisition of that data?"

7. A party should not be required, absent agreement or a court order based on demonstrated need and relevance, to search for or collect deleted or residual electronically stored information. 

This Principle significantly narrows the quantity of electronic documents that will be subject to discovery as a matter of course.  As noted by the Working Group, "[d]eleted and residual data, like papers discarded in the trash, may be subject to discovery.  However, only exceptional cases will turn on 'deleted' or 'discarded' information (whether paper or electronic)," which is why "the evaluation of the need for and relevance of such discovery should be analyzed on a case-by-case basis."

8. A party may satisfy its obligation to preserve, collect, review and produce electronically stored information in good faith by using electronic tools and processes such as data sampling, searching or by using selection criteria to collect potentially relevant electronically stored information. 

Principle 7 expressly advocates for the use of selection criteria to focus electronic discovery and reduce the volume of documents to be produced into a manageable review set.  As a preliminary matter, the Working Group states:

Where possible, parties and counsel should agree in advance on (1) the concept of the use of selection criteria as a means to extract targeted, high-value data; (2) the type(s) and form(s) of selection criteria to be used; (3) a general form of process to be employed in the application of agreed-upon selection criteria; and/or (4) specific search terms that will be used.  Absent such agreement, however, parties should document for the court the search methodology used and the scope of production, including decisions to exclude certain sources of electronically stored information, in the event their opponent disputes the approach taken.

The Working Group then discusses the particular techniques that are available to reduce the volume of e-discovery.  These techniques include:

(a) Filtering:  This technique uses "targeted selection criteria…[to reduce] the size of the electronic data population to be included in the collection by identifying and extracting data likely to be relevant."
  Electronic documents can be filtered using dates and times, names of individuals who may have created, edited, sent or received the document, by type (i.e. e-mail, Word document, etc…), or by the use of key search terms.

(b) De-duplication:  This technique uses computer technology to locate and remove electronic documents that are exact duplicates of other electronic documents. 

(c) Sampling: This technique involves random sampling of potential electronic locations to see if any relevant documents exist there. 

The Working Group sets out the following guidelines to use the above techniques:

(d) In many settings involving electronically stored information, time and burden of a manual search process for the purpose of finding producible data may not be feasible or justified.  In such cases, the use of automated search methods should be viewed as reasonable, valuable and even necessary.

(e) Success in using any automated search method or technology will be enhanced by a well-thought out process with substantial human input at the outset of the process.

(f) The choice of a specific search and retrieval method will be dependent on the specific context in which it is to be employed.

(g) Parties should make a good faith attempt to collaborate on the use of particular search and information retrieval methods, tools and protocols, including keywords, concepts and other types of search parameters.

(h) Parties should expect that their choice of search tools and methodology will need to be justified, either formally or informally, in the lead up to trial.

(i) Parties and the court should be alert to new and evolving search and information retrieval methods.

9. Parties should agree as early as possible in the litigation process on the format in which electronically stored information will be produced.  Parties should also agree on the format, content and organization of information to be exchanged in any required list of documents as part of the discovery process.

The Working Group emphasizes the fact that electronic documents should be produced in electronic format.  The authors state:

The practice of producing electronically stored information in static format such as paper should be discouraged in most circumstances for several reasons.  For example, paper is not an authentic substitute for the contents and properties of an original electronic file.  Paper cannot retain potentially critical metadata, which, if relevant, could be producible.  Moreover, paper is not searchable, which means a paper production set is less meaningful than a set of documents produced in a searchable electronic format.  Reviewing large paper sets is more time consuming since parties do not have the benefit of automated litigation support tools.  Finally, each printed set required for hard copy production adds to the cost of reproduction, shipping and storage, whereas multiple electronic copies can be made at a nominal cost.

10. During the discovery process parties should agree to or, if necessary, seek judicial direction on measures to protect privileges, privacy, trade secrets and other confidential information relating to the production of electronic documents and data. 

Because of the high risk of inadvertent disclosure of privileged or other confidential information in e-discovery, the Working Group recommends that parties agree to a policy on privileged and confidential information.  Any policy should address the possibility of inadvertent disclosure of such information, and the parties should agree that any privilege which may attach to the document will not be waived by its disclosure, and that the document should be returned to the other party or destroyed.

If a party makes improper use of privileged or confidential information inadvertently disclosed to them, courts should impose sanctions.  Sanctions could include the striking of pleadings, removal of counsel or costs.

The Conference suggests that some type of modified "claw-back" agreement between the parties could reduce the expense and burden of the initial review for privileged information.  Under such an agreement, the parties would forego an initial manual review of the electronic documents produced, while retaining the right to "claw-back" any documents that should not have been produced because they are confidential or protected by privilege.  Even with some type of "claw-back" agreement in place, at minimum an electronic search for privileged documents should always be undertaken.

11. During the discovery process, parties should anticipate and respect the rules of the forum in which the litigation takes place, while appreciating the impact any decisions may have in related actions in other forums. 
In explanation of this Principle, the Working Group states:

When there are related matters, counsel should make good faith efforts to ensure that there are no breaches in the rules of any jurisdiction, and take care to fully explain to foreign clients the local forum discovery process so that the latter can make informed decisions on how to proceed.  The meet and confer process offers an ideal opportunity to identify and resolve any possible conflicts that are forum-related at the earliest possible stage of a matter.

12. Sanctions should be considered by the court where a party will be materially prejudiced by another party’s failure to meet any obligation to preserve, collect, review or produce electronically stored information.  The party in default may avoid sanctions if it demonstrates the failure was not intentional or reckless. 
The Working Group advocates for the imposition of sanctions on parties who fail to meet their obligations under the Principles.  In this regard, the Working Group states:

The role of the court is to weigh the scope and impact of non-disclosure and to impose appropriate sanctions proportional to the culpability of the non-producing party, the prejudice to the opposing litigant and the impact that the loss of evidence may have on the court’s ability to fairly dispose of the issues in dispute.

Various sanctions are available to the courts.  Canadian courts may make awards of costs or impose punitive damages, draw an adverse inference, dismiss the case altogether, exclude evidence or testimony, hold a party in contempt, or find a party liable.
  Canadian courts also have the power to make pre-emptive preservation orders to ensure that documents are preserved from the outset.

13. The reasonable costs of preserving, collecting and reviewing electronically stored information will generally be borne by the party producing it.  In limited circumstances, it may be appropriate for the parties to arrive at a different allocation of costs on an interim basis, by either agreement or court order. 

The Conference states that "litigants are properly expected to bear the costs, on at least an interim basis, of producing electronically stored information in the ordinary course of business."
  That said, "different considerations are engaged when extraordinary effort or resources will be required to first restore data to an accessible format before it can be produced."
  In this situation, it may be appropriate for costs to be shifted between the parties to ensure fairness.  

When determining whether cost-shifting between the parties is appropriate in the circumstances, the Working Group adopted the reasoning of the Advisory Committee on the Rules of Civil Procedure in the United States, who enunciated seven factors that should be considered in this analysis:

(a) The specificity of the discovery request;

(b) The quantity of information available from other and more easily accessed sources;

(c) The failure to produce relevant information that seems likely to have existed but is no longer available on more easily accessed sources;

(d) The likelihood of finding relevant information that cannot be obtained from other, more easily accessed sources;

(e) Predictions as to the importance and usefulness of the further information;

(f) The importance of the issues at stake in the litigation; and

(g) The parties’ resources.

Provincial Application of the Sedona Canada Principles

To date, only Ontario, Alberta, British Columbia and Nova Scotia have developed policies, practices and procedures governing e-discovery.  Although the other provinces and territories have not, e-discovery is still informally conducted there with due regard to the Sedona Canada Principles and the policies and procedures of other provinces.

Ontario

In October of 2005, the Ontario Task Force on the Discovery Process in Ontario published a set of Guidelines for the Discovery of Electronic Documents (the "Ontario Guidelines").
  The Ontario Guidelines largely mirror and have been subsumed by the Sedona Canada Principles and they will not be discussed in any detail.

On January 1, 2010, significant amendments to the Ontario Rules of Civil Procedure will come into force.  These amendments expressly adopt the Sedona Canada Principles and make sweeping changes to the conduct of e-discovery in the province.  Some notable aspects of these new Rules are discussed below:

(h) Discovery Plan:  Under Rule 29.1, parties to civil proceedings must agree on a Discovery Plan.  The Discovery Plan must be in writing, and contain the following information:

(i) The intended scope of documentary discovery, taking into account relevance, costs and the importance and complexity of the issues in the particular action; 
(ii) Dates for the service of each party’s affidavit of documents;
(iii) Information respecting the timing, costs and manner of the production of documents;
(iv) The names of persons intended to be produced for oral examination for discovery; and
(v) Any other information intended to result in the expeditious and cost-effective completion of the discovery process in a manner that is proportionate to the importance and complexity of the action.
Rule 29.1(4) explicitly states that "[i]n preparing the discovery plan, the parties shall consult and have regard to the document titled “The Sedona Canada Principles Addressing Electronic Discovery” developed by and available from The Sedona Conference."

(i) Proportionality Principle: Rule 29.2 mandates proportionality in discovery, thereby explicitly incorporating Principle 2 of the Sedona Canada Principles.  The Rule states that:

(1)In making a determination as to whether a party or other person must answer a question or produce a document, the court shall consider whether,

(a) the time required for the party or other person to answer the question or produce the document would be unreasonable;

(b) the expense associated with answering the question or producing the document would be unjustified;

(c) requiring the party or other person to answer the question or produce the document would cause him or her undue prejudice;

(d) requiring the party or other person to answer the question or produce the document would unduly interfere with the orderly progress of the action; and

(e) the information or the document is readily available to the party requesting it from another source. 

(2) In addition to the considerations listed in subrule (1), in determining whether to order a party or other person to produce one or more documents, the court shall consider whether such an order would result in an excessive volume of documents required to be produced by the party or other person.

Alberta and British Columbia

Alberta and British Columbia have incorporated the Canadian Judicial Council's National Model Practice Direction for the Use of Technology in Civil Litigation (the "National Model") into their discovery rules through Practice Notes or Practice Directions.  These modify the rules of civil procedure in each province in relation to e-discovery.
  

Section 6 of the National Model deals with the discovery of electronic material.  That section states:

6.1. At an early stage in the proceeding, parties should consider whether they :

6.1.1. hold any [electronic information] that is potentially discoverable;

6.1.2. have ascertained the probable volume of Documents likely to be produced on discovery by that party, taking into account any limits on discovery that may be agreed between the parties or the subject of a direction of the Court;

6.1.3. have conferred with the other parties regarding any issues about the collection, preservation and production of Discoverable Documents including [electronic information], and, where possible, have agreed on the scope of each party’s rights and responsibilities with respect to these matters, including agreeing on any changes to the Default Standard;

6.1.4. have given to the other parties notice of any problems reasonably anticipated to   arise in connection with the discovery of ESI and to have conferred with those parties about these problems, including:

6.1.4.1. the desirability of limiting search efforts for any category of Discoverable Documents where these efforts are considered to be unduly burdensome, oppressive or expensive having regard to the importance or likely importance of this category of Discoverable Documents to the proceeding;

6.1.4.2. the transfer (in whole or in part) of the likely costs of searching for and discovering such Discoverable Documents to the party or parties demanding such discovery; and

6.1.4.3. the identification of potentially relevant Data that is likely to be destroyed or altered in the normal course of the operations of the person in possession or control of the Discoverable Documents containing such Data, or pursuant to any Document retention policy of that person.

6.1.5 have given due consideration on how to manage Documents electronically in an Examination for Discovery…

The National Model has four other notable provisions dealing with e-discovery:

(j) Section 4.1.2 discusses the minimum requirements for the description of producible electronic material in an Affidavit of Documents.
  
(k) Section 6.4 states that "a party retains the right to inspect in its original form any Discoverable Document (including those originally held in Hard Copy)."
  
(l) Section 6.5 states that "where particular hardware or software or other supporting resources are required to access discovered [electronic material], the parties should work together to ensure that [electronic material] can be inspected for use in the proceeding.

(m) Section 4.3.1 states that the National Model is to be interpreted in accordance with the Sedona Canada Principles and Ontario Guidelines.

Nova Scotia

On January 1, 2009, a number of amendments to Nova Scotia's Civil Procedure Rules came into effect.  These amendments incorporated the Sedona Canada Principles and created Rules governing e-discovery.  E-discovery in Nova Scotia is now governed  by Rules 14 and 16.  

Some notable aspects of the new Nova Scotia Rules regarding e-discovery include the following features:

(n) Principle 9 of the Sedona Canada Principles is incorporated when discussing whether inadvertent disclosure of privileged information will or will not constitute a waiver of privilege over that information.
  

(o) Principle 12 of the Sedona Canada Principles is incorporated as the Rules provide for cost-sharing and indemnity for the costs of discovery, when necessary to ensure proportionality between the parties' cost burdens.  Expenses caused by ineffective, unreasonable records management systems will be borne solely by the party who incurred those expenses.
  

(p) The Rules provide the court with discretion to order a party to deliver a copy of any electronic information to another party, or to order that data stored on a computer or database be processed by a party if the judge believes it is required to access relevant information.

(q) The Rules are described as "Default Rules", which can be modified by agreement between the parties or order of the court.

(r) Parties have a duty to preserve and exactly copy electronic information after a proceeding has been commenced.  Specifically, parties must preserve relevant electronic information that is:

(i) Readily identifiable in a computer, or on a storage medium, the party actually possesses;

(ii) Accessible by the party to the exclusion of another party, such as information in a database the party accesses by password on a computer the party does not actually possess.
(s) Parties are not required to freeze databases or files that change significantly and rapidly in ordinary use.

(t) Parties have a duty to disclose electronic information.  Specifically, they must:

(i) Make diligent efforts to become informed about relevant electronic information the party controls, or once controlled;

(ii) Search for relevant electronic information the party can access to the exclusion of another party, sort the information, and either disclose it or claim it is privileged; and

(iii) Acquire and disclose relevant electronic information the party controls but can access only through a custodian who is not an employee or an officer of the party.

In addition to this duty of disclosure of relevant electronic information, the parties must also disclose:

(iv) A description of a computer or storage medium that the party once actually possessed but no longer actually possesses and that may contain relevant electronic information; 
(v) Information about any deletion or destruction of relevant electronic information of which the party is aware; 
(vi) A claim that electronic information is subject to a privilege in favour of the party or another person, to the extent it is possible to inform another party without infringing the privilege.
(u) Rules 16.06 to 16.11 discuss the "Default Provisions" that are to be followed for e-discovery absent other agreement between the parties or court order.  Parties must disclose relevant electronic information no more than 45 days after the close of pleadings.  A party will be deemed to have completed a "sufficient search" for relevant electronic information who:

(i) Identifies computers and storage media the party actually possesses that are likely to contain relevant electronic information;

(ii) Identifies other sources that are likely to contain relevant electronic information, such as a source the party accesses to the exclusion of another party on computers the party does not actually possess; 

(iii) Performs all reasonable searches, including thorough keyword searches, to find relevant electronic information in the computers, storage media, or other sources;

(iv) Identifies persons who hold, or are likely to hold, relevant electronic information the party controls;
(v) Takes reasonable steps to acquire information from a person identified as holding information the party controls.

(v) Sanctions may be imposed on parties for the reckless deletion, expunging or destruction of relevant information.  Such action will be deemed an abuse of process, and parties may be found guilty of contempt of court.

Summary:

The Sedona Canada Principles have provided parties with a clear yet flexible standard for conducting e-discovery.  The Principles promote proportionality in discovery, and emphasize collaboration and agreement between the parties when determining a reasonable scope of discovery in the circumstances.  These Principles find explicit recognition in the Province of Ontario's amendments to the Rules of Civil Procedure and the National Model, which has been substantially incorporated into British Columbia and Alberta civil procedure through Practice Notes or Directions.  Recent amendments to the Civil Procedure Rules in Nova Scotia find their conceptual basis in the Sedona Canada Principles.  Although other provinces and territories have not yet adopted formal procedures for conducting e-discovery, this is reasonably expected to occur in the near future, and there is little doubt that the Principles will guide the formation of any policies on e-discovery.
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� Nova Scotia, Civil Procedure Rules, supra at Rule 14.06.


� Nova Scotia, Civil Procedure Rules, supra at Rule 14.07.


� Nova Scotia, Civil Procedure Rules, supra at Rules 14.12 and 14.13.


� Nova Scotia, Civil Procedure Rules, supra at Rule 16.01.


� Nova Scotia, Civil Procedure Rules, supra at Rule 16.02.


� Nova Scotia, Civil Procedure Rules, supra at Rule 16.02(5).


� Nova Scotia, Civil Procedure Rules, supra at Rule 16.03(1).


� Nova Scotia, Civil Procedure Rules, supra at Rule 16.03(2).


� Nova Scotia, Civil Procedure Rules, supra at Rules 16.06-16.11.


� Nova Scotia, Civil Procedure Rules, supra at Rules 16.13 and 16.15.





